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GNU Free Documentation License

Version 1.2, November 2002

Copyright © 2000,2001,2002 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 021111307 USA
Everyone is permitted to copy and distribute verbatim copies of this license document but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual textbook, or other functional and useful document "free" in the sense of
freedom: to assure everyone the effective freedom to copy and redistribute it, with or without modifying it either
commercially or noncommercially. Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft" which means that derivative works of the document must themselves be free in the
same sense. It complements the GNU General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software because free software needs free
documentation: a free program should come with manuals providing the same freedoms that the software does. But this
License is not limited to software manuals; it can be used for any textual work, regardless of subject matter or whether it
is published as a printed book. We recommend this License principally for works whose purpose is instruction or
reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder
saying it can be distributed under the terms of this License. Such a notice grants a world_wide royalty_free license,
unlimited in duration, to use that work under the conditions stated herein. The "Document" below, refers to any such
manual or work. Any member of the public is a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it either copied
verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front_matter section of the Document that deals exclusively with the
relationship of the publishers or authors of the Document to the Document's overall subject (or to related matters) and
contains nothing that could fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics)) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal, commercial philosophical ethical or political position
regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in
the notice that says that the Document is released under this License. If a section does not fit the above definition of
Secondary then it is not allowed to be designated as Invariant. The Document may contain zero Invariant Sections. If the
Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front_Cover Texts or Back_Cover Texts, in the notice
that says that the Document is released under this License. A Front_Cover Text may be at most 5 words, and a Back_Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine_readable copy, represented in a format whose specification is
available to the general public. that is suitable for revising the document straightforwardly with generic text editors or
(for images composed of pixels) generic paint programs or (for drawings) some widely available drawing editor, and that
is suitable for input to text formatters or for automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup, has been
arranged to thwart or discourage subsequent modification by readers is not Transparent. An image format is not



Transparent if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX
input format SGML or XML using a publicly available DTD, and standard_conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word processors, SGML or XML for which
the DTD andjor processing tools are not generally available and the machine_generated HTML, PostScript or PDF
produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly,
the material this License requires to appear in the title page. For works in formats which do not have any title page as
such, "Title Page" means the text near the most prominent appearance of the work's title preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in
parentheses following text that translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements', "Dedications”, "Endorsements", or "History") To "Preserve the Title" of such
a section when you modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the
Document. These Warranty Disclaimers are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers may have is void and has no effect on the
meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this
License, the copyright notices, and the license notice saying this License applies to the Document are reproduced in all
copies, and that you add no other conditions whatsoever to those of this License. You may not use technical measures to
obstruct or control the reading or further copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. If you distribute a large enough number of copies you must also follow the
conditions in section 3.

You may also lend copies, under the same conditions stated above and you may publicly display copies.
3.COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more
than 100, and the Document's license notice requires Cover Texts, you must enclose the copies in covers that carry, clearly
and legibly, all these Cover Texts: Front_Cover Texts on the front cover and Back_Cover Texts on the back cover. Both
covers must also clearly and legibly identify you as the publisher of these copies. The front cover must present the full
title with all words of the title equally prominent and visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve the title of the Document and satisfy these conditions,
can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a
machine_readable Transparent copy along with each Opaque copy, or state in or with each Opaque copy a computer._
network location from which the general network_using public has access to download using public_standard network
protocols a complete Transparent copy of the Document, free of added material. If you use the latter option, you must take
reasonably prudent steps, when you begin distribution of Opaque copies in quantity. to ensure that this Transparent copy
will remain thus accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large
number of copies, to give them a chance to provide you with an updated version of the Document.



4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above,
provided that you release the Modified Version under precisely this License, with the Modified Version filling the role of
the Document, thus licensing distribution and modification of the Modified Version to whoever possesses a copy of it. In
addition you must do these things in the Modified Version:

A Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of
previous versions (which should, if there were any, be listed in the History section of the Document). You may
use the same title as a previous version if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications
in the Modified Version, together with at least five of the principal authors of the Document (all of its principal
authors, if it has fewer than five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the publisher.
Preserve all the copyright notices of the Document.

Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.
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Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified
Version under the terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the
Document's license notice.

H.  Include an unaltered copy of this License.

I Preserve the section Entitled "History" Preserve its Title and add to it an item stating at least the title year, new
authors, and publisher of the Modified Version as given on the Title Page. If there is no section Entitled "History"
in the Document, create one stating the title year, authors and publisher of the Document as given on its Title
Page, then add an item describing the Modified Version as stated in the previous sentence.

J.  Preserve the network location, if any, given in the Document for public access to a Transparent copy of the
Document, and likewise the network locations given in the Document for previous versions it was based on.
These may be placed in the "History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section, and preserve in
the section all the substance and tone of each of the contributor acknowledgements andjor dedications given
therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or
the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section.

O.  Preserve any Warranty Disclaimers.

If the Modified Version includes new front_matter sections or appendices that qualify as Secondary Sections and contain
no material copied from the Document, you may at your option designate some or all of these sections as invariant. To do
this, add their titles to the list of Invariant Sections in the Modified Version's license notice. These titles must be distinct
from any other section titles.

You may add a section Entitled "Endorsements" provided it contains nothing but endorsements of your Modified Version
by various parties__for example, statements of peer review or that the text has been approved by an organization as the
authoritative definition of a standard.

You may add a passage of up to five words as a Front_Cover Text, and a passage of up to 25 words as a Back_Cover Text,
to the end of the list of Cover Texts in the Modified Version. Only one passage of Front_Cover Text and one of Back_Cover
Text may be added by (or through arrangements made by) any one entity. If the Document already includes a cover text
for the same cover, previously added by you or by arrangement made by the same entity you are acting on behalf of you
may not add another; but you may replace the old one, on explicit permission from the previous publisher that added the
old one.



The author(s) and publisher(s) of the Document do not by this License give permission fo use their names for publicity for
or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4
above for modified versions, provided that you include in the combination all of the Invariant Sections of all of the
original documents unmodified, and list them all as Invariant Sections of your combined work in its license notice and
that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced
with a single copy. If there are multiple Invariant Sections with the same name but different contents make the title of
each such section unique by adding at the end of it, in parentheses, the name of the original author or publisher of that
section if known, or else a unique number. Make the same adjustment to the section titles in the list of Invariant Sections
in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one
section Entitled "History"; likewise combine any sections Entitled "Acknowledgements" and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements."

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License and replace the
individual copies of this License in the various documents with a single copy that is included in the collection, provided
that you follow the rules of this License for verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you
insert a copy of this License into the extracted document, and follow this License in all other respects regarding verbatim
copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a
volume of a storage or distribution medium, is called an "aggregate" if the copyright resulting from the compilation is not
used to limit the legal rights of the compilation's users beyond what the individual works permit. When the Document is
included in an aggregate this License does not apply to the other works in the aggregate which are not themselves
derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than
one half of the entire aggregate the Document's Cover Texts may be placed on covers that bracket the Document within
the aggregate, or the electronic equivalent of covers if the Document is in electronic form. Otherwise they must appear on
printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of
section 4. Replacing Invariant Sections with translations requires special permission from their copyright holders, but you
may include translations of some or all Invariant Sections in addition to the original versions of these Invariant Sections.
You may include a translation of this License and all the license notices in the Document, and any Warranty Disclaimers,
provided that you also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or a notice or
disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements". "Dedications", or "History", the requirement (section 4) fo
Preserve its Title (section 1) will typically require changing the actual title,



9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License.
Any other attempt to copy, modify, sublicense or distribute the Document is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns, See http:rwww .gnu.org/copylefts.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular
numbered version of this License "or any later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been published (not as a draft) by the Free
Software Foundation. If the Document does not specify a version number of this License you may choose any version ever
published (not as a draft) by the Free Software Foundation.



GNU Free Documentation License _ Version 1.2

This is an unofficial translation of GNU Free Documentation License into Arabic language. It was not published by the
Free Software Foundation, and does not legally state the distribution terms of software that uses the GNU FDL _ only the
original English text of the GNU FDL does that. However we hope that this translation will help Arabic language
speakers understand the GNU FDL better
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chage [ -1 ] [ -m min_days ] [ -M max_days ] [ -W warn ] [ -I inactive ]
[ -E expire ] [ -d last_day ] user
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Network Configuration aSdli Sialus

The Network Interface asudt agaig -1

0 Ole slaedl e J gramdt SoiSan dhgaibnind Sl ASuil ABllay ¢ 99 dausid 31901 (B (re he gone 953 O cuma (NIC) asiant dgat g Adlhay
.letcimodulesconf  4i Jsbin/lsmod i Jprocrinterrupts 4i .dmesg

(Il

> dmesg

Linux Tulip driver version 0.9.14 (February 20, 2001)

PCI: Enabling device 00:0f£.0 (0004 -> 0007)

PCI: Found IRQ 10 for device 00:0f.0

ethO: Lite-On 82cl168 PNIC rev 32 at 0xf800, 00:A0:CC:D3:6E:0F, IRQ 10.
ethO: MII transceiver #1 config 3000 status 7829 advertising Olel.

> cat /proc/interrupts

0: 8729602 XT-PIC timer

1: 4 XT-PIC keyboard
2: 0 XT-PIC cascade
7 0 XT-PIC parportO
8: 1 XT-PIC rtc

10: 622417 XT-PIC ethO

11: 0 XT-PIC usb-uhci
14: 143040 XT-PIC ideO

15: 180 XT-PIC idel

> /sbin/lsmod

Module Size Used by
tulip 37360 1 (autoclean)

ola o Balaiw¥l oSay 10 52 IRQ 31 o3, 5 OXFBOO g2 110 1 o1 gic o TULP 5o coayp 28Uy chipset 11 g 55 of 5,3 0Mei Jladl 2
Aslie jui (IRQ 41 110) 5,0 g3 colss Jlo o gi lasd) (MOAULE) 3us o1 alusiul @3 Jis Jl> 52 Ol slasdl

Lelai> (Sa Less (INSMOd 57 MOAPTOD alusiwls) cakises 110 o gie gs (MOdUlE) 5us 5 22LY Ll Gle glaadl 0ia (e Balaiu¥ ) (San
(AL g MBY didae B A pamadl SLiLad) 200 Bel 3 @) fefC/MOdulescont catosr 2

Host Information ol Gite glae -2

TASLAN Ol glas dadod adiviad ZJLII Slaled!

DNS ledte slowls 25¥ Lo s simy fetciresolv.eont -



nameserver 192.168.1.108
nameserver 192.168.1.1

search linuxit.org

Lol 53 30aSH 3lga slacy pusiwn Jetc/HOSTNAME
Olas ) sid) AL Sald Jab Aay ,be Calisd ASAT Al gt mwl sllac) (Sas -

A g yaedl Slaaaed! slowl g Sleatt [P 31 03 5 (5 gimy fetcrhoSES

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 localhost localhost.localdomain

# other hosts

192.168.1.108 mesa mesa.domain.org

192.168.1.119 pico

HOSTNAME it te Liagi (6 gioms OF dias civeu 3S0all Joe Ol o) sam fefCIsysconfigimetwork _

NETWORKING=yes
HOSTNAME=mesa.domain.org
GATEWAY=192.168.1.1
GATEWAYDEV=

ethO 1 cislae ¥ obile ¢ sims fetcisysconfigmetwork _scriptsifcfg_ethO

DEVICE=ethO
BOOTPROTO=none
BROADCAST=192.168.1.255
IPADDR=192.168.1.108
NETWORK=192.168.1.0
ONBOOT=yes

USERCTL=no

Stop and Start Networking asuds! Jes su 9 @LGs) -3

2 9Y slaw JWS e

) slaiwedt et ofs (€thO module) ethO 1 sus § Juemd @ Lebiadad iy Leaie . [SDIN/FCONSIG o 2 at) dga g slediuwd T J1 52Y
(netmask value) asan ¢ Ls daas o [P @3 40 Letas 5 Jetcimodulesconf catan ;e (alias

51541 b Alass (INOAUIE) 5us 431 Ciles Latlls Cile placdl 508 (ludd § gs ASLad) Zgal g hliy] of Juddd Koy (Sl Aomgiiss

s ifconfig alusiut e Jlie

/sbin/ifconfig eth0 192.168.10.1 netmask 255.255.128.0
/sbin/ifconfig eth0 down
/sbin/ifconfig eth0 up
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HifUp alasil e Jlie

/sbin/ifup ethO
/sbin/ifup pppO
/sbin/ifdown eth0
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Shacsn B3 g g (95T AL Adlaiell Slalelt Y= . Jeteiredinitdmetwork calan e Lgitslae) oo ¥ dBlay § a5 ¢ MEY) Ades die
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L plawdt (Jliess (319331 o2 TP 1 o jely mewt) (TOULET) 4 gosn

netipv4.ip_forward -1
1 ad 31 e g gimw IprOCIsysmetipv4lip_forward aledi g Ip J1 ys s gow

AL ;oW1 Ba sl (o (LA ASLAY) jad sus @lin

/etc/rc.d/init.d/network restart

DHCP 1 dde o dad 3aks|

faaaa 1P @8 5 e DHCP 31 qtaiiw 23531 O ga¥1
pump

dhcpclient

(Ahepd aslsat co yae oo g dim dalsd) pue coms) dNCped el Jreats (daemon) ey ,ae wilia

Routing aw ot 4

Caledl ol y8 La) 9o SaI3 cow pUAUL Lolsdl (Touting table) o gat1 J gus o9 HUP 0¥ alasiul wic T laiw db gnle M| ILa
IP 31 8 g 43be ghan Juw st DHCP 11 qaate 0 5i o(default gateway) "acud ;30 a1 501" o1 gie daas @iy coe fetcisysconfigmetwork
. ISPINITOULE 31a¥) Alawl gy Lelotal 5 Lgho Bammill g dun 920 J gl dlte] @ls Ao gu

duo ol 5o Wi

TASLal st Ml gusn 1921681108 atusiut g €thl jigant e 10.0.0.0 asiadt 1) luwe 2dlos)

/sbin/route add -net 10.0.0.0 gw 192.168.1.108 dev ethl

A i) Aol gy Adls)



/sbin/route add default gw 192.168.1.1 ethO

B gL ol dea 93 J g 3 pu

> /sbin/route -n

Kernel IP routing table

Destination Gateway Genmask Iface
192.168.1.0 0.0.0.0 255.255.255.0 ethO
10.1.8.0 192.168.1.108 255.0.0.0 ethl
127.0.0.0 0.0.0.0 255.0.0.0 lo

0.0.0.0 192.168.1.1 0.0.0.0 eth0

S 3N Al gutt
i 138 Ld je Of aa "0lss $T 1" ias 0000 (3 5 CISadt (e 2miY (e 5l go (Destination) caugdi s gee 3 s ¥ amsdU 2
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10.8.10.54 192, 168.1.2

route add 192.168.1.0% route add 10.0.0.0%
netmazk 25525525504 netmask 233.0.0.0
oew 1000111 ow 192.168.1.108

Common Network Tools aaitdt) asdts &f gai -5
A DYWLl B OMSds J guas Sl 5B Buirdas O 9als B el AN ola

: ping host *
ECHO_REPONSE 24 5 18355 gausmed! caaed! o3) ECHO_REQUEST Leuls ICMP s 3o ,3 31¥1 oiia

PINg ,e¥i &ijlis

broadcast address efs) ol siat PING Jue @ b
Obe 3ot e Nosae Jlw,y) 1€ No

Fuleidl s Aolad! JSle ) dadd glas celuall dasidl -

: netstat *

b AeuBniiued | Of Hls L..J b g ddgal sl Oldlas] gi cdua gall J gt 9i Aot ASLilt O¥Laldl (e Ol glas laay

netstat ,o% o ,Ls
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Juol g Gusi 1 -C

netstat __inet _n ¥ m30 1 Jlie



Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 192.168.1.10:139 192.168.1.153:1992 ESTABLISHED
tcp 0 0 192.168.1.10:22 192.168.1.138:1114 ESTABLISHED
tcp 0 0 192.168.1.10:80 192.168.1.71:18858 TIME_WAIT

80 .22 139 saliall Ll oY laldl Ladl ud g sl A h ) codel 3 ) B (LiSey

arp *

515u3ls ol ARP Cache i jgta)

L
> arp
Address HWtype HWaddress Iface
192.168.1.71 ether 00:04:C1:D7:CA:2D ethO
traceroute *

ICMP) las Wil ¢l ) e Alanw o1 Slga gad) a0 ¥ 108 Buighl Caunnall g lonadl Caiaadl (no Juo sl jlued! el
1 32k 3o traceroute  ga5 TIME_EXCEEDED Wi ) g pe . s sy (Time To Live) TTL 31 aed jagasay (TIME_EXCEEDED

(Sl Lgua ¢ aly Gl el J guo 31 ple AN G jmdt B e TTL

(Il

> /usr/sbin/traceroute -n www.redhat.com

traceroute: Warning: www.redhat.com has multiple addresses; using
216.148.218.197
traceroute to www.redhat.com (216.148.218.197), 30 hops max, 38 byte
packets
1 192.168.1.1 0.440 ms 0.347 ms 0.341 ms
-——- snip —-—-—
14 12.122.2.145 112.116 ms 110.908 ms 112.002 ms
15 12.122.2.74 156.629 ms 157.028 ms 156.857 ms
16 12.122.255.222 156.867 ms 156.641 ms 156.623 ms
17 216.148.209.66 159.982 ms 157.462 ms 158.537 ms
18 216.148.218.197 157.395 ms 156.789 ms 156.080 ms

traceroute % oyl

asadt @300 31 1 e 2uwlud TTL 30 2eis sy« FHL
IP 31 a3 51 Jasans pue 1 11
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o) ASLY Gl STBY Y Ayl ] s 9301 J g 3> (adll 108 b sEniall 4 53 53 ki o8

L guty S AL gl g ot 2

ifconfig eth0 192.168.0.x

retcimodulesconf catoti ;o Gams ilgleomi @3 18 €th0 31 50 4 of wssls . (Kernel modules) 31 gut) a9 3 puus o8

3

e ¥ Aldviwly ASLdd! Agal g ad gi i

ifconfig eth0 down

ifconfig eth0 up
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echo 1 > /proc/sys/net/ipv4/ip_forward
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Al Agal g5 Jeaiu (aliased interface) jlaiue gl ofd dgaly punsil -
t AL 8 19216810 asa b cis o)
(glie IP o3, g X eps) ifup eth0:110.0.0x
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10-=-2! 100 = 22 101 = 22+1 111 = 100 + 010 + 001

(ol Lefm 6 pdie 3] AL pBy @1 o gomd (S 401 ks 1240
10000000 = 27 = 128
01000000 = 26 = 64
00100000 = 25 = 32
00010000 = 24 = 16
00001000 = 23 = 8
00000100 = 22 = 4
00000010 = 21 = 2
00000001 = 20 =1
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Decimal Binary
19216811 11000000.10101000.00000001.00000001
AN p LD g AW Gl e (Bl ) pis
A ¢ LB g (2gal 9l 5T) adedl Ol gie e S J e Olestas [P 1 0 gie (reuaty
AL gL
Subnet Mask (ae yan it ¢ 1) Liasi ooy g Al pasnieced) [P Gigie (oo o ondl Ca pald ASLAN ¢ LB piinion
o 17 5 eu 16 Hle asia pus
255.2550.0 le_bit TITTITI1.11111111.00000000.00000000
2552551280 17_bit TITT1111.11111111.10000000.00000000
g phe By ey Bale Sl plaay
Jide
SIS udd 3] At IP gl et oo 16 e ass ¢ Ly
00100000 10000000 00000001 00000001
00100000 10000000 00000000 00000011
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00100000 . 10000000 . 00000001 .| 00000001
00100000 . 10000000 . 00000000 .|] 00000011
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Network Address = IP AND Netmask

(ALl § L3 e Lo o 2SOl gie) Adlaiadl dleat) M (re ol O gie Al @l cJietly

Broadcast Address = Network OR not [Netmask]

O gbiall o0gd ALY fouall Lo Addas ddilais OOalas La OR 9 AND (e g a3
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LN Clleally aLal LiSey 2552552550 1as,s ¢ i3 ge IP : 19216835 o gie a5 b

Network address = IP AND MASK

11000000. 10101000.00000011.00000101 (192.168.3.5)
1.11111111.11111111.00000000 (255.255.255.000)
11111.11111111.00000000 (255.255.255.000)

68.3.0)

0101000.00000011.00000101 (192.168.3.5)



11000000. 10101000.00000011.00000101 (192.168.3.5)
OR
00000000.00000000.00000000.11111111 (000.000.000.255)

11000000.10101000.00000011.11111111 (192.168.3.255)
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21/tcp
22/tcp
23/tcp
25/tcp
70/tcp
79/tcp

Port State Service

open ftp
open ssh
open telnet
open smtp
open gopher
open finger

Lo Guedad 4B (o plasviu¥) B 28Ukl ods (A ghacd! bliedl E5I3 o

YAwwd y /etc/services dalie

ftp-data 20/tcp
ftp 21/tcp

telnet

23/tcp

smtp 25/tcp mail

domain
domain

53/tcp
53/udp

http 80/tcp # www is used by some broken

www 80/tcp # progs, http is more correct

kerberos 88/udp kdc # Kerberos authentication--udp

kerberos 88/tcp kdc # Kerberos authentication—--tcp




pop-2 109/tcp # PostOffice V.2

pop-3 110/tcp # PostOffice V.3

sunrpc 111/tcp

sftp 115/tcp

uucp-path 117/tcp

nntp 119/tcp usenet # Network News Transfer
ntp 123/tcp # Network Time Protocol
netbios-ns 137/tcp nbns

netbios-ns 137/udp nbns

netbios-dgm 138/tcp nbdgm
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fols Lo reunty FUAZE oo s Late asi eteixinetdds a2

service fudge

{

socket_type = stream
erver =/usr/sbin/hi

er = root
t = no
ble = no
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fagre 513

telnet 23
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Ao goma gf piinied Gudalll Skl user/group
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pop-3 stream tcp nowait root /usr/sbin/tcpd ipop3d
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service_name portiprotocol [aliases]

The xinetd Daemon _ xinetd &y yas -2
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xinetdd b Sleasat cate 2o 3

] Service_name | EPRES TP

socket_type UDP _s dgram 4 TCP _s stream
protocol letcIprotocols (e J g J 950 45 9 0
wait <Y i ey >

user doaaly ol ;! i (SE1 Adinedl
group Leoasls gald ) Jidis ST e gamoll
server Zadidl oigd ALRAT pln ) gl ) @l
] [

TCP wrappings - TCP &lagid -3

vamaiiw libwrap acasa . fetcfhostsdeny o fetcrhostsallow alelt oo eas o @iy azd  HDWTAP alusiuly 2 juas gl 50 colss o
Adallaied) Oladdasd! sl ualed! ois

it fetcrhosts [allow deny] catels aus) ,aa¥ aigl

DAEMON : hosts [ EXCEPT hosts ] [: spawn command ]

ALe] puy pEole Baws 1] pUAES debuw 108 RS g jdied! il Sleddad| Juomawid Liasi CLaLell 528 pluniul (ySes
whian o6 Sle glae Jand

letcrhostsallow *



in.telnetd: LOCAL, .my.domain

letcihostsdeny

in.telnetd: ALL : spawn (/usr/sbin/safe_finger -1 @%h | mail root) &

(honey pot) Jus ske g oi 42315 dedd oI dur oit! Bals)

Jetcihostsallow *

in.telnetd: ALL : twist /dtk/Telnetd.pl

E AL dast 31 (e Lgbeand (Sea (Deception ToOLKit = ¢ rusai ot gai pats) AIK g1 e 395 Le s i1 Jliads
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Setting Up NFS _ NFS cuwaid 4
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(remote file systems) sua i clatel) 2elasi (MOUNE) day ) (s gid adbuieny G Juoall Lo
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nfs-server:/shared/dir /mnt/nfs nfs defaults 0 0

(b paadt) palidt Stalde] —u

-feterre dinitdings coy jsw atawi gs NFS asls calay) of s mi 0 oSy Joalls T of Jud pOrtmapper yaas 1) glisn NFS ass
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: Jetclexports Latedt e Jle

/usr/local/docs *.local.org(rw, no_root_squash) * (ro)

O Badl I Olaiaalt Tty 2lsTl g 3ol a0 Ay g «dadd Bel HaI1 Aauay Olacaedl pras S8 (o ety Justrlocalldocs wisett L
*localorg
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N0_root_squash Lt 31 o puds
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IEtCIEXPOTtS b Gidlmall pser yddad slil| g pidiad *

exportfs —-a ; exportfs -ua

NMB 4 SMB _5

MS Lol 1563 piniacall J 550 55 9 ,dl (Slastiall  Slilovadl) Ao HLiiedl 5 gt g 350 50 Zantlas g 3] J o 531 LeiSian rus 33t 3 g
Lo sl usm it Ol 931 ,asai 9o (SAMDA) Lialus (5 9 9 = g 5 5Suled aalidl JSblu , c13) Windows Server Message Block SMB
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mMount _t , ¥ alusiuly 5i SMDMOUNE Le¥1 Gyl (e Letas y San Boeard Slilonedl .Ols HLEN 350 g0 3 put SMDCLiENE La¥1 ausion)

. smbfs
talied

Win98desk eus jlea I (Giie 3 gtius o2) Ay Jlu ) -

smbclient -M win98desk

WINSETV jlgmdl b2 3 95 g0 OlEs HLaS clma day y —

smbmount //winserver/shared /mnt/winserver/shared

letcire drinitdismb cog St I3 o (52 udl) palsdt Blia) g Juadd Sen . fEtCISMbD.CONT Calett M5 (o Lialud! pals slie ) (Ses
S9ain g darme b slew¥l dyusiy meows 319 NEtBIOS Jiluy cais wsy SMb Jiaas wie NMB Glens Jaad oo 43i dasy
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smb:192.168.2.102 :
fider i

| "public’ selected

s fetersmb.oonf La dwws ;11 o sy

[global]
workgroup = LINUXIT
os level = 2
kernel oplocks = No
security = user
encrypt passwords = Yes
guest account = nobody
map to guest = Bad User
[homes]
comment = Home Directories
read only = No
create mask = 0640
directory mask = 0750
browseable = No
[printers]
comment = All Printers

path = /var/tmp
create mask = 0600
printable = Yes
browseable = No
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Aanl yas ¥ 57 (FESOIVET) Jimalt p gy (FESOIVING) Jlomill s Fules 1) gl (NOSINAME) Canins muul Jidond Lo usld o oy o Loctie
91 isloi pals gf dhdone Glals) Clhudaall showi Jilomd Lgs it il Ay pdall sy @3 (e g <(ICECThOSECONE Lasla) fetemsswitch caten
(Idap aals i NIS

(tetcmsswitch i) retcrhost.conf waw

ot oo NIS clests gildap clitg aeigs i DNS Glasls oi Glalell colss Of duas Lgioge (ICSOLVET) Jimall Jud (e | ;a5 Slaledl ola
e-'ﬂ Of e

:(fetcmsswitch) gl

hosts: files dns nis
networks: files

ol AL el aSaiw ¥ faa Jid o) DNS asis i ((feterhosts L) ¥ i elatiad Of com I op Slaled) O ) i J ¥ et
ASLaN Sl glagt JEtCMEtWOrK Catort alusiuly

Jetcrhosts Jate

AV aled) J yas fetcrhosts caten plasiul slowl 1) A pdadl o (S LB T (o g3 (San Sl (B 33> e JdB sae )

IP machine machine.domain alias

: Jetc/hosts cate (e Jlin

192.168.1.233 io io.my.domain
61.20.187.42 callisto callisto.physics.edu

Jetciresolv.conf ate

slowls 203¥ e J puasty fetefresolv.eont calet piaiwe (Domain Name Server = DNS) (aabie showi pals 31 Mosdl gLt o)
AT A Lied) aaf g3t

(Hierarchical structure) duddat! duist! *

Aadall oi hladt 2ddatly Olieedt oy ((FQDN) (alsn Uiy (3 gus 503t Olucad) gl 2 423 g0 L o Zdids 2y Saled slow¥| Slesls
I Addal) gi (AL
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DNS a3l g5 ¢1930 *
) ikt (p33Leadl slowi pals Ealel (ZOMES) Bloliall Olaes 5513 Ao 3001 Oloslaatl mann iy 148 Hie yb (asbes oF) Lgarandd Sy (bl
oo L) dsall Gusbead! showd palod (po HAEa gi dml g oY) ZBLOYL ¢t 9% DNS Lasiu e ol (master domain name server

(s 9312 DNS LasLu,
Aalu O g3 yiad Shewdl asl il Aiias Adlaie J g Gle plaell Lahalipimd cllais sLewd psls 3l

DNS 3fids| Clale *

etcmamed.conf g slue i ale muoi B At (e cludyl . fetc/named boot ple sl cate (8 aswwidt . Ls) dayaatt BIND s 2
Aeaddll Ohslaey) Olats Jo gt NAMEd_bootconfpl mals ;i plusiut Ses ./

: letcinamed boot catqr

directory /var/named

cache . named.ca

primary myco.org named.myco
primary 0.0.127.in-addr.arp named.local
primary 1.168.192.in-addr.arp named.rev

e S oy gliadt (e SleSaiw S DNS s (67 ald )i as¥ Lo 6 gimy NAMEA.CA cates a.\_,.:w SaN bl almadt (8 s J oY1 el
(reverse I00KUP) uSall comdls glols OLILI O plawtt Zdoott LAN Gty oMo ¢ g 9 5yl l SO ol

i : letcimamed.conf catqn o2

hint _y Jocus cache
master _y Joaius primary
slave s Jlacus secondary

ittlss BINDY 5 BINDS ciatue) cilate w55 i BIND4 Gialae) Glats le O it sis Guodaly

: letcimamed.conf catqn

options {
directory “/var/named”;
}i
zone n {
type hint;
file “named.ca”;
}i
zone “myco.org” {
type master;
file “named.myco”;
}i
zone “1.168.192.in-addr.arp” {
type master;
file “named.rev”;
}i
zone “0.0.127.in-addr.arpa” {
type master;

file “named.local”;
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230 5ad) O (6 3T Bloliadl Glale pess (CACHING ONIY SCIVET) dada (s 553 yb pwss 52 jucad) slae) @3 (JLiadl 12 2

: namedlocal guliad) ate e g3 g

@ 1IN SOA localhost. root.localhost. (
2001022700 ; Serial
28800 ; Refresh
14400 ; Retry

3600000 ; Expire
86400 ) ; Minimum
IN NS localhost.
1 IN PTR localhost.

(NAIME SEIVET) ;law¥l asls (oo Olibul pgal AL Slo glasdl Ludaay 4iS3 g i davas lolie Cale 43

Bblialt 73 geils s Ol @llie wale g¥ o 120 . fetCnamed.conf ,a as jaelly Adlaielt dakiedl 3| 4l sond i @ s 1
(o oleidt yIa31) wasd
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NS Glolialt Y o¥1 slew¥l aals st

PTR Olacian showi 31 o2 ¥ ALE Y ruSall (o gl
MX S 31 Jalad) Yo

A auae muly o2 ST B das )
CNAME e ) Cainad) guly Hlatus @l day

Gbliadl Oldase 12 J gas

@ 1IN SOA 53 puaseadl Ol heindly de gin ddbaiedl Ao B 52l (SOA) my jaitt sy
OB 9das G

serial elaiud 2 S OLasldl GULA b il & g wie L 9oty 4lesd 13 33

2alaiell ale S i il uB OLED O] el ] paLL Ll @3 1

Aol

refresh (SOA) s st £l (6 9N L) o p Mlaltd S5 (o1 533L) a5

Y1 e Lo gy B 931 100 (3 55 OF e o 931 Olutiadly Galindl

retry Jl> (o2 Bibua ddlaie 83 Adles il Jud (O 93l duie 311 Suted)
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expire AL Juadl 13) Adkaiedt OLiLy JSo 6 9301 paladl ouay Juags SOI1 B o)
JENN e e gl S 931 1as O 550 O o T 5¥
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) o raass Joas g ((SMTP) daiath iy 501 025 J 950 55 9 0 potdtionn 431 .00 LY Gle B 68 o ) Jlu ) ke isai ga Sendmail
25 datolt le Lesldll OYLaiMW cuaie (daemon

deterre dinitdl asodt b sale s 9o g0 SENAMAIl iy yae a3 43 o7 T ot Sendmail cg <0
A 53 055 ) Oladasdl slowi g palidl mul sisd Saisey (fetcisendmailef i) retermailisendmailef ga ud J310 Slstlae ¥ cate

Lo gaia Lgud g Lgin s ol (pa 3503

(I i e (S gy /OIC/ALIASES Lalod)

alias: user

.letcialiasesdb oilodt sucls sl saleY AEWALIASES ya¥l duais Comy kel 10 Lo Josaill @io Lotic

Lotic

) Juse e Dalesiel . /VAT/SPOOI/MAILS b & 3535 Claled) o0 puabniasell mul § i 3 pia Cale poo dlas 3 p gl o pud) palidl Jid Lotd
AT e le peliemd gl Ay poladl J jedl o (o8 JSla 3 (2 550 pudiiaell (e (pudiued

ol

el o B o e (o 3 e gl 5] @ 1B Sl 31 (e due Gl OlEs g Aiday RS SOl ol byl Wls L Al Ol o
Gilad] AiSay LA juued duwitly Seudmail _bq of MALlG ;%1 Gs 5o o awall 108 pSall EaiSuay . /VAL/SPOOI/MGUEUC b 5 g 5ol
sendmail _q ;o¥1 Gy (o Caal

;)._‘.'sij

DNS &bl sacld o) MX fas 28Lo) comg (J g $o 3 O giasn Oloes gl sl Dewsidly ol i

(Jliess

LI Sac ¥ 3 2 g i JOC@COMPANY.COM i vy ya J gudd 13) i 31 palsn 3o MaAilcompany.com plss of (Juie

1

Jetcimailflocal_host_names cater 31 COMpPANy.com aats| .

DNS sblie cate 3 companycom MX 10 mailcompany.com zals) .

The Apache Server GidL¥! yb yw -8

Sl Cilale *

Ohlae ¥ Juolad peer Ao & gimg fetcihttpdiconfihttpd.conf cates

et SR W1 g ) suo sl Ao graed! Olilovadl 3dmd s ACCESSCONT Lou) Lodua] (pudlis) (pile Ealed ciles BT (e puBYI O Hlaoy
Pl Hasdl alovs sas g g TMCONT

o 2

HIEVRVS- (PR

ServerType standalone/inetd
ServerRoot “/etc/httpd”
DocumentRoot “/var/www/html”
Directory “/var/www/cgi-bin”>

AllowOverride None

Options ExecCGI

Order allow,deny

Allow from all

/Directory>
VirtualHost 122.234.32.12>
DocumentRoot “/www/docs/serverl”

ServerName virtual.mydomain.org
/VirtualHost>
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BIVEN{ P Lo guas APACHECH alasiu) J giicn as\s le Jundy . /EIC/ICA/INIEAIAIPA cpy (St pladnial Say pslindl Blial g e
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dws DNS il alds)

. 80Z0.COM s Glus stuc) g (PINAI_91.3_252i386.rpm) BIND _ sttt IPIN J1 e jo coaiis a s oy peilo

s fetcamed.conf catan b Gdlidt Sl pnaidt a1

zone "localhost" in {
type master;
file "localhost.zone";

&.u.a.uu
zone "gogo.com" in {
type master;
file "gogo.zone";
}
9
zone "0.0.127.in-addr.arpa" in {
type master;
file "127.0.0.zone";
}i
c.‘ué_.uu

zone "2.168.192.in-addr.arpa" in
type master;
file "192.168.2.zone";

}i

: Ivarimamed _aton o2 2

cp 127.0.0.zone 192.168.2.zone
cp local.zone gogo.zone

harissa qea; (NOS) Ligine sl suguasd! Zilaiel) Glals b Aeidedl J saadl jui 3

. letciresolv.conf catetr 11 "nameserver 127.001" it cani 4

. harissagogocom Jd=:3 host ,a¥ ausiut 5

(Apache) a3 3,0



teterhttpdicontrhttpd.conf caten o Zewlu¥ Clalue¥
i
8080 11 80 ;e (directive port) as gott taiedt ,ue 1

LA @I le Juaxd o cong felnet localhost 8080 ,.¥1 e oo aib¥l o ussls 2

Trying 127.0.0.1...
Connected to localhost.linuxit.org.
Escape character is '~]'.

(INdeX) dewds ;11 amaalt Juomit 'GET I jo¥) cisat @3

i

(8 Gt ;1YY suall (e Yo Tty 8 Latas 15 o wsals o hittpd yuaas aei 15 ,» StartServer acs yas1.3
(IP based virtual Server) s s¥1 e 353 5l s yall pslindl

(HEW_IP dasits) sy 3 $T B ] Blowus § 95T OF o S i) SoliBlay

ifconfig eth0:0 new-IP

 fetcrhttpdiconfrhttpd.conf ates ) 1 plazedt cas

<VirtualHost new-IP>

ocumentRoot /var/www/html/virtual
erverName wwwl

/VirtualHost>

& ytéie SMB o wuuaid

AL assi g smb.conf calet) Jue (abolus JSu Jos Jaat allaitl 3f SMB oiue Aol G | ylaune Ceut O LY elaas

[public]
comment = Example Shared Directory
path = /home/samba
guest ok = yes
writeable = yes

A Hldde dasllbs Cluad

[global]
-— snip --—-
printcap name = /etc/printcap
load printers = yes
printers]
comment = All Printers
path = /var/spool/samba
browseable = no
Set public = yes to allow user 'guest account' to print

guest ok = yes




writable = no
printable = yes
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> echo S$PATH

/usr/bin:/bin:/usr/sbin:/usr/X11R6/bin:/usr/local/bin:/sbin/:/usr/local/sbin/
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echo S$SVARIABLE
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function—-name ()
{

commandl;
command?2;

}
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#!/bin/bash
cat $1
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./mycat /etc/lilo.conf
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#!/bin/bash
echo "Wich file shall I display 2"



read
cat SREPLY

read -p "File to display: " FILENAME
cat SFILENAME

dold O yudila
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$# >l o¥1 ylaw o3 Alsiedl (AXUMENTS) Gldased! sae
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$! Aaladl o2 adh el wasy PID g1 e,
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asd! (1 atascals test atsiuly
Lale Ibinsbash gles o) pamd [ _f ibinbash | test _f /binsbash
Liass feterpasswd gl of pama [ x jetcipasswd | test _x Jetcrpasswd
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test -x /bin/bash && test —-e /etc/inittab
[ —e /bin/kbash ] || [ -f /etc/passwd]
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test -x /bin/bash -a -e /etc/inittab
[ —e /bin/kbash -o -f /etc/passwd ]




Loops Qiélasl _4

if then loop *
T M
if CONDITION ;
then
commandl
command?2
fi
L
#!/bin/bash
if [ -x /bin/bash ] ; then
echo “The file /bin/bash is executable”
fi
If then else *
s M
if CONDITION ;
then
commandl
command?2
else
command3
fi
while loop *

TS M



while CONDITION is true;
do

command

done

wxty shu ol # g, 10 Casy cop pSut Jas cJLie

#!/bin/bash

COUNTER=0

while [ COUNTER -1t 10 ]; do
echo -n "#"

leep 1

t COUNTER=COUNTER+1

e

until loop

til CONDITION is false;

mand

ne

J
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/bin/bash

NTER=20

il [ COUNTER -1t 10 ]; do
o -n "#"

pl

OUNTER-=1

or loor



for VARIABLE in SET; do

command

done

Dae Lale Hlaui O 9S8 Of Lgises SET (Jliess

#!/bin/bash
for line in ‘“cat /etc/lilo.conf'; do
IMAGE=S$ (echo $line | grep image)

if [ “SIMAGE” != “ ]; then

echo Kernel configured to boot: $line
fi

done

Expecting user input adiiued! Ji>a) ad ¢ -5
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case , select

case pldaiv/ *

s M

case SVARIABLE in
CHOICE command ;;
HOICE command j;;
ac

select plddic *

elect VARIABLE in SET; do
if [ SVARIABLE = CHOICE ]; then

command

fi

if [ $VARIABLE = CHOICE ]; then
command

fi

ne




Working with numbers ald ,¥1 e Joatl -6
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Binary operations aguidt! &% staedl *
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expr 7 + 3; expr 2 \* 10; expr 40 / 4; expr 30 - 11
$((7+3)); $((2*10)); $((40/4)); $((30-11))

Comparing values gdt! & ylde *

oo guaitl NERLY
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> gt

<= le
>- -g¢
- -eq
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TEST et (@ je ¢ ol g¥1 Jlaw e ]

export TEST=old

f L oo Sl a2

#!/bin/bash

echo old variable: S$STEST
export S$TEST=new

echo exported variable: S$TEST

§ o ,Sadt Juaisd wtast $TEST ,anatides o e 3

o013 a5 a0 PID g1 o8 ) adaw test_shell genan i cog s 4

#!/bin/bash

if [ -n $(echo $0 |grep test) ]; then
echo The PID of the interpreter is: $$
else

echo The PID of the interpreter is: $$
fi

S el g¥1 0 > @3 755 L3y test_shell catedt olows jua3 ,u2 5

test_shell

./test_shell

bash test_shell
test_shell

source test_shell

exec ./test_shell
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:/etc/lilo.conf ) Legiblis) coma Goylid 2ed
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boot=/dev/hda
install=/boot/boot.b
prompt

timeout=50
password="password"
restricted

TSI Ol pladad) £ LS (i Ao il coldt oo (e lgad! et

595 1 3 dasd alaid) Of gai Julaaif/acexiloadin o3 1

chattr +i /bin/login
chattr +i /bin/ps

chattr +a /var/log/messages

:/tmp 4 /home yddut noexec gnosuid dew jue 2

Lines to be changed in /etc/fstab
/tmp /tmp ext2 nosuid 1 2
/home /home ext2 noexec 1 2
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find / -nouser -o -nogroup



find / -perm +4000
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/var/log/messages

/var/log/secure
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/etc/security/limits.conf
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<domain> <type> <item> <value>

e

(BgToup as) 4e goms pul (pusicus @l domain

soft 4i hard type

(ol slsIl) caled! ma daud core item
(ol slSIL) GLLA pand uad ¥ s data
(Cob sbsIl) alad) pomd uad ¥ asdf fsize
(ol slisIL) 3,501081 4B 3 ) gamal! O giatl Axbuced uad Y| asnd memlock
A giaoll Olalall sial Luad¥| Al nofile
(BIBAIL) EIlasd) (pe 3T (uad I sl cpu
Oldoal! saal Luad¥) asdl proc
O guiad! A lawo w> as
poinined ! 1igd Ael jiedl J a3l Sllead uad¥ 1 auall maxlogins
Lgn pasinedl Jidl @i 2 B g3 9 ¥ priority
max number of file locks the user can hold locks
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AL 9=l Lo 4o /etc/hosts. {allow | deny} calel dise ;i Ziall

service : hosts [EXCEPT] hosts

:Jide

/etc/hosts.deny
ALL: ALL EXCEPT .example.com

/etc/hosts.allow

ALL: LOCAL 192.168.0.
in.ftpd: ALL

sshd: .example.com

host_access Slate 3 UpON a host Match Lisws i Juadics TCp_WEappers a i of oSes
Aeuidl g cariaed) eud Joualdl sLian) (Ses 6 2 el alasiuls SPAWND sl plasiwly SIb @l
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/etc/hosts.deny

ALL: ALL : spawn (/bin/echo “date’ from %c for %d >> /var/log/tcpwrap.log)

host_access (5) o Man page oledaddl codss ladl % B OLEL alasiw J g Ole glaod! (4o v jeld
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Apchains y output 4 input, forward
.iptables 3 OUTPUT 4 INPUT, FORWARD
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ipchains -A input -s 192.168.0.254 -j DENY
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iptables -P INPUT REJECT
iptables —-P FORWARD REJECT
iptables -P OUTPUT REJECT
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#!/bin/sh
# Variables



IPTABLES="/sbin/iptables"
LAN_IFACE="ethQO"
INET_IFACE="ethl"
INET_IP="1.2.3.4"
LOCALHOST_IP="127.0.0.1/32"
LAN_IP="192.168.0.1/32"
LAN_BCAST="192.168.0.0/24"

# Setup IP Masquerading

echo "1" > /proc/sys/net/ipv4/ip_forward
SIPTABLES -t nat -A POSTROUTING -o $INET_IFACE -3j MASQUERADE

# Specify the default policy for the built in chains
SIPTABLES —-P INPUT DROP

SIPTABLES —-P FORWARD DROP

SIPTABLES —-P OUTPUT DROP

# Specify INPUT Rules

SIPTABLES -A INPUT -i !SINET_IFACE -j ACCEPT

$IPTABLES -A INPUT -p TCP -i $INET_IFACE -m state --state NEW —-dport http -j ACCEPT
SIPTABLES -A INPUT -m state —--state ESTABLISHED,RELATED -3j ACCEPT

# Specify FORWARD Rules
SIPTABLES -A FORWARD -i $LAN_IFACE -j ACCEPT
SIPTABLES -A FORWARD -m state —--state ESTABLISHED,RELATED -3j ACCEPT

# Specify OUTPUT RULES
$IPTABLES -A OUTPUT -p ALL -s $LOCALHOST_IP -j ACCEPT
$IPTABLES -A OUTPUT -p ALL -s SLAN_IP -j ACCEPT

The Secure Shell i1 @y -3
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The authenticity of host 'neptune (10.0.0.8)' can't be established.
RSA key fingerprint is 8f:29:c2:b8:b5:b2:e3:e7:ec:89:80:b3:db:42:07:£4.
Are you sure you want to continue connecting (yes/no)?

SHOME/ . ssh/known_hosts leetl calell 1) 39 5ell 0 goatl 7Lliaell Ablis) @iliu (JLad¥| dasliey Sl 13
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ssh-keygen -t dsa -b 1024

9 1d_dsa Lllis ;2 Geaiy SHOME/ . SS b puilacdl dads @iy o guw Ayl ¥ adlodl b .2y 1024 5L DSA pLzaa autgy 2y
.id_dsa.pub
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‘dawwn /etc/ssh/sshd_config cats

#Port 22

#Protocol 2,1
#ListenAddress 0.0.0.0
#ListenAddress

# HostKey for protocol version 1
#HostKey /etc/ssh/ssh_host_key

# HostKeys for protocol version 2
#HostKey /etc/ssh/ssh_host_rsa_key
#HostKey /etc/ssh/ssh_host_dsa_key

ssh 59 ¢85 e

‘daywy SHOME/ . ssh/config 4 /etc/ssh/sshd_config cals

Host *

ForwardX1ll no
RhostsAuthentication no
RhostsRSAAuthentication no
RSAAuthentication yes
PasswordAuthentication yes
HostbasedAuthentication no
CheckHostIP yes
IdentityFile ~/.ssh/identity
IdentityFile ~/.ssh/id_rsa
IdentityFile ~/.ssh/id_dsa
Port 22

Protocol 2,1

Cipher 3des
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date MMDDhhmmCCYY[.ss]
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server ntp2.somewhere.com
driftfile /var/lib/ntp/drift

UDP arusciuls 123 saiatl e aslons Loaie NTP 5550 31 awis J g 0P iy o Le

:One off queries: The ntp package also provides the ntpdate tool which can be use to set the time on the command line

<re>ntpdate ntp2.somewhere.com
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[root@nasaspc /proc]l#echo "1" > /proc/sys/net/ipv4/tcp_syncookies

DUATH g Guslied) GMEL Biuie 39 5l psduw daedd) 132 o2 a3t SYN+ACK yloviat wie & 90 331 3] COOKIC Jlu ) (s 3151 pious Eatd

SYNCOOKICS meus oo 315201 e )3 3ale) Wiuie Sade (naiid /Proc Judull ,a 1335 3 fCP_SYNCoOKies cate oSy @ 13
talas de
=11 "1 BAL L pe (s da G35 Sl (s B gl JiB (p—s A g2 s SYNCOOKICS cil o ot (i Al JGbY) Adlodl b

O o el Gt s aelJls s e /etc/re.d/rc. local b sile I3 @a./Proc/sys/net/ipvd/tcp_syncookies
/etc/sysctl.conf ___ would be to add an entry fo 1) o Ssas laatt J sl

(Glae¥ly pladed! tigt ddNe ¥) dgie¥) OWL dad )

Sodd alladl Gl 13) Lo HLas ) Jgwdl (el (5233 a0 9 Awl Hudl ol Glad 7 s 29 stack — Aalaiel! puiol godl @ tanes doad 1 ols @ igd
vulnerable with binaries provided with the downloaded patch

ousid 31939 OWL aa3 , J 9> 54190
http:nrwww openwallcom
http:nwww kernelorg/pubilinux/kerneliv2 2

O i 1922 314301 3 dazd p seus

1inux dasly cdis S350 e assli /usr/src/ Jgds -2 linux-2.2.19-owl.tar.gz g linux-2.2.19.tar.gz ;-5 aa

RV O]
[root@nasaspc src]#pwd
/usr/src/
[root@nasaspc srcl#rm -rf linux
tp jdl Sy 08 3

[root@nasaspc srcl#tar xvzf linux-2.2.19.tar.gz
[root@nasaspc srcl#tar xvzf linux-2.2.19-owl.tar.gz

.stacktest.c Lewn Late S s Ooptional Leas Juds s ga . linux-2.2-19-0owl Jdudl 3| Jail (ool allaidl Loy

[root@nasaspc optional] #pwd
/usr/src/linux-2.2.19-owl/optional
[root@nasaspc optionall#gcc stacktest.c -o stacktest

B3I Sl Jad Olhd AxdY le Juasiu stacktest Jadd coss 13

:A successful buffer overflow attack

[root@nasaspc optional]#stacktest
Usage: ./stacktest OPTION
Non-executable user stack area tests

-t call a GCC trampoline
-e simulate a buffer overflow exploit
-b simulate an exploit after a trampoline call




[root@nasaspc optional]#stacktest -e
Attempting to simulate a buffer overflow exploit...
Succeeded.

Il o¥ Sty linux Jds 1) JEOY Sode et dad Y ols Godaid

openwall was , Godas

[root@nasaspc linux]#pwd
/usr/src/linux
[root@nasaspc linux]#patch -pl < /usr/src/linux-2.2-19-owl/linux-2.2.19-owl.diff
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Ivarflog/ dised
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mail _y aztaiedt Yl I mail
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letcisyslog.conf wated
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iteml.priorityl ; item2.priority2 /path-to-log-file

(od A gudadl 2 gl

el ol g alall g jualll authpriv 4 auth
CrON coy yae JSlw corn

kern

mail

news

pusiaad! Jlaci user

uucp
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emerg
alert

crit

err
warning
notice



info
debug

*

none
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user.=info
/var/log/user_activity

letcisyslogconf atedt s yu

# Log all kernel messages to the console.
# Logging much else
clutters up the
screen.
#kern.*
/dev/console
# Log anything (except mail) of level info or higher.
#
Don't log private authentication
messages!
*.info;mail.none;news.none;authpriv.none
/var/log/messages
# The authpriv file has restricted
access.
authpriv.*
/var/log/secure
# Log all the mail messages in one
place.
mail.*
/var/log/maillog
# Log cron
stuff
cron.*
/var/log/cron
# Everybody gets emergency messages, plus log them on
another
#
machine.
*.emerg
*
*.emerg
@10.1.1.254
# Save boot messages also to
boot.log
local7.*
/var/log/boot.log
#
news.=crit
/var/log/news/news.crit
news.=err
/var/log/news/news.err
news.notice
/var/log/news/news.notice
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logger ¥

Ivar/log/messages calet) 2 Bl I Sy (§dEd JSda p gal logger su actt 1 g% B1aY
e (L (EN Y

logger program myscipt ERR

(AL A Ay Gle o1 /VATTIOZ/MESSAZES (alall Ailgd (S siminu

Jul 17 19:31:00 localhost penguin: program myscript ERR
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local4* I1devitty9

: syslogd faas aei

killall -HUP syslogd
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logger -p locald.notice "This script is writing to /dev/tty9"
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logrotate

Slalac ¥ Cale CION Jleai (o Jonso beo g lOGrOtate yans g datalt 2 logrotate atawi sy oMot Gilate cuusd @i
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logrotate.conf watel a yu

# rotate log files weekly

weekly

# keep 4 weeks worth of

backlogs

rotate 4

# send errors to root

errors root

# create new

(empty) log files after rotating old ones
create

# uncomment this if




you want your log files compressed
compress
# RPM packages drop log
rotation information into this directory
include /etc/logrotate.d
# no
packages own lastlog or wtmp -- we'll rotate them here
/var/log/wtmp
{
monthly
create 0664 root
utmp
rotate 1
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crontab -1

# DO
NOT EDIT THIS FILE - edit the master and reinstall
#
(/tmp/crontab.1391 installed on Tue Jul 17 17:56:48 2001)
#
(Cron version —-- $Id: crontab.c,v 2.13 1994/01/17 03:20:37 vixie Exp

$)
0 * * 07 2 /usr/bin/find /home/penguin -name core
—exec rm {} \;
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Minutes (0-59) Hours (0-23) Day of Month(1-31) Month(1-12) Day of
Week (0-6) command
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> 1ls /var/spool/at/

a0000100fd244d spool
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tar —cf home.tar /home/
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tar -c /home/ >

home.tar
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tar -xf backeddocs.tar -C
/usr/share/doc
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find /etc | cpio -o > etc.cpio
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whatis lilo

lilo

(8) - install boot loader
lilo.conf [lilo]



(5) - configuration file for lilo

man -k 1lilo

grubby

(8) - command line tool for configuring grub,
lilo

(8) - install boot loader

lilo.conf [lilo]
file for 1lilo

(5) - configuration

lilo, and elilo
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Y PRI PIP

‘,.n;_\f.\,.s&,ié._..u%J;\”‘(dev/ttySle,'.@.?Sn.\,i‘,u)Mmggbﬁﬁg@mxuaawwiu‘g,@@;@aud@

48 g yan pud o 9SGw UART aqan
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OB 5,8 9% yué jakaed! SOl 13) 9 Anledadd) 8L Jlun B 9w Setserial —g ).n"zﬂ ol

isetserial ,o¥ig yt Jle

setserial -g /dev/ttyS[0-3]

/dev/ttyS0, UART: 16550A, Port: 0x03f8, IRQ: 4
/dev/ttySl, UART: 16550A, Port: 0x02f8, IRQ: 3
/dev/ttyS2, UART: unknown, Port: 0x03e8, IRQ: 4
/dev/ttyS3, UART: unknown, Port: 0x02e8, IRQ: 3

IRQ 5 /O Giatue) ola Lia g . /PTOC/PCL b 5 b giadl jaluaadl (e Obe slaedl e Juamd OF (Suedl (o dcburkiad pdd) Slos guadl Sl (s g

e G JLS 0T (Sen
(omd U G ylawtl I (e Ses 1is g . ¢ ,la 2devittyS)

setserial
setserial

/dev/ttyS2 port 0x2000 irqg 3
/dev/ttyS2 autoconfig

Alaionadt UART Giistaely Zuobandt Slalie ¥ g dageus S Juolaiy s Y1 pdacadl

setserial

/dev/ttyS2 port 0x2000 irg 3

setserial /dev/ttyS2 autoconfig

a8 eyl paddl las o)y . /etc/re.serial alell b dassi of (Ses g ceuloll G ¢ 1IN wie 4345 89w Slalae¥l sia )

£ MEY) M rC.sYSINit Waul gy 2315 LI dums ydl (o guaid!

irc.serial 3 oo pdl ol

#!/bin/bash

TTY=/dev/ttyS2
PORT=0x2000
IRQ=3

echo "Setting up Serial Card ..
/bin/setserial $TTY port $PORT
/bin/setserial $TTY autoconfig

n

irg $IRQ 2>/dev/null
2>/dev/null
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for none
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Aacal! Jlo ) [JLdkw! e lulu (ye 5 )le 953 9 . d! Cariasdl prge pe JLai¥ ausind A Saloelt 2 iome 3 d) o gl S L8 Aoln
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‘expected query’ ‘answer’

USASL p3 geadt (oo p el J 9B

‘' Y ‘OK’ ‘CONNECT’ ‘login’ ‘password’
‘TIMEOUT’ ‘>’

JOK' adtaiu¥ ! Jlaiul @ia . a3 sedl Tu OF 3 pomes ATZ' ;a¥1 ae Gollaly a315 "' ¢ 5Ll pMaiu¥ L Tu 5 aolitie IS s 5l padd! T iy
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:chat script ;e Jlie

'ABORT' 'BUSY'

'ABORT' 'ERROR'

'ABORT' 'NO CARRIER'
'ABORT' 'NO DIALTONE'
'"ABORT' 'Invalid Login'
'"ABORT' 'Login incorrect'
'YTATZ!

'OK' 'ATDTO01172341212"
'CONNECT" "'

'ogin:' 'adrian'

'ord:' 'adrianpasswd'
'TIMEOUT" '5'

'>' pppd
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pppd /dev/ttyS2 115200 \

nodetach \

lock \

debug \

crtscts \

asyncmap 0000000 \

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0"
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395 90l 7 93 93l Al 2 /etc/ppp/chap-secrets require_chap ausviun Jliess

:pppd i
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:PPP peer cately Jlie ,gtas hle B

# This optionfile was generated by pppconfig 2.0.10.

hide-password

noauth

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0"
/dev/ttySO0

115200

defaultroute

noipdefault

user uk2

f AL s B gu (UK2 Leus) Galwdl PECT atedt o

# pppd call uk2
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# Secrets for authentication using CHAP
# client server secret IP addresses
uk2 * "uk2"

*
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[ModemO]
Modem = /dev/ttyS0



Baud = 115200

Dial Command = ATDT

Initl = ATZ

FlowControl = Hardware (CRTSCTS)
[Dialer UK2]

Username = uk2

Password = uk2

Phone = 08456091370

Inherits = ModemO
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# wvdial <dialer-name>
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# wvdial uk2
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CMD: /usr/sbin/lpc help

Commands may be abbreviated. Commands are:
abort e

bort enable disable help restart status topg ?
ean exit down quit start stop up

JU, YL aalaie enablerdisablertopqiup ci
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ACCEPT SERVICE=M SAMEHOST SAMEUSER
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Job Job LPQ LPRM LPC

## Spool Print

## SERVICE S 'X' 'R' 'P' 'Q' 'M' 'C'

## USER S - JUSR JUSR JUSR JUSR JUSR

## HOST S RH JH JH JH JH JH

## GROUP S - JUSR JUSR JUSR JUSR JUSR

## IP IP RIP JIP JIP RIP JIP JIP

## PORT N PORT PORT - PORT PORT PORT

## REMOTEUSER S - JUSR JUSR JUSR CUSR CUSR
## REMOTEHOST S RH RH JH RH RH RH

## REMOTEGROUP S - JUSR JUSR JUSR CUSR CUSR
## REMOTEIP IP RIP RIP JIP RIP RIP RIP

## CONTROLLINE S - CL CL CL CL CL

## PRINTER S - PR PR PR PR PR

## FORWARD V - SA - - SA SA
## SAMEHOST V - SA - SA SA SA
## SAMEUSER V - - - SU SU SU
## SERVER V - SV - SV SV SV
## LPC S - - - - - LPC

## AUTH V - AU AU AU AU AU

## AUTHTYPE S - AU AU AU AU AU
## AUTHUSER S - AU AU AU AU AU
## AUTHFROM S - AU AU AU AU AU

## Permissions are checked by the use of 'keys' and matches. For each of
## the following LPR activities, the following keys have a value.

## ## Key Match Connect




## AUTHSAMEUSER S - AU AU AU AU AU

#+ ## KEY:

## JH = HOST host in control file

## RH REMOTEHOST connecting host name

## JUSR = USER user in control file

## AUTH will match (true) if authenticated transfer

## AUTHTYPE will match authentication type

## AUTHUSER will match client authentication type

## AUTHFROM will match server authentication type and is NULL if not from server
## AUTHSAMEUSER will match client authentication to save authentication in job
## ## Example Permissions

## ## # All operations allowed except those specifically forbidden
## DEFAULT ACCEPT

## ## #Reject connections from hosts not on subnet 130.191.0.0
## # or Engineering pc's

## REJECT SERVICE=X NOT REMOTEIP=130.191.0.0/255.255.0.0

## REJECT SERVICE=X NOT REMOTEHOST=engpc*

## ## #Do not allow anybody but root or papowell on

## #astartl.astart.com or the server to use control

## #facilities.

## ACCEPT SERVICE=C SERVER REMOTEUSER=root

## ACCEPT SERVICE=C REMOTEHOST=astartl.astart.com REMOTEUSER=papowell
## ## #Allow root on talker.astart.com to control printer hpjet
## ACCEPT SERVICE=C HOST=talker.astart.com PRINTER=hpjet REMOTEUSER=root
## #Reject all others

## REJECT SERVICE=C

## ## #Do not allow forwarded jobs or requests

## REJECT SERVICE=R,C,M FORWARD

#+ #

# allow root on server to control jobs

ACCEPT SERVICE=C SERVER REMOTEUSER=root

# allow anybody to get server, status, and printcap

ACCEPT SERVICE=C LPC=lpd, status,printcap

# reject all others

REJECT SERVICE=C

#

# allow same user on originating host to remove a Jjob

ACCEPT SERVICE=M SAMEHOST SAMEUSER

# allow root on server to remove a job

ACCEPT SERVICE=M SERVER REMOTEUSER=root

REJECT SERVICE=M

# all other operations allowed

DEFAULT ACCEPT

[etcrhosts[1pd equivi
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