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alias eth0 e100 

alias usb-core usb-uhc 

alias sound-slot-0 i810_audio 

alias char-major-108 ppp_generic 

alias ppp-compress-18 ppp_mppe 

# 100Mbps full duplex 

options eth0 e100_speed_duplex=4 
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VERSION = 2 

PATCHLEVEL = 4 

SUBLEVEL = 20 

EXTRAVERSION = -test 
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make zImage 

make bzImage 
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make dep 

make clean 

make bzImage 

make modules 

make modules_install 
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/usr/src/linux/arch/i386/boot/bzImage /boot/vmlinuz-<full-kernel-version> 
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prompt 

timeout=50 

message=/boot/message 

image=/boot/vmlinuz 

label=linux 
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linuz-<full-kernel-version>

label=linux-new ����������� 
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cp /usr/src/linux/arch/i386/boot/bzImage /boot/vmlinuz-<full-kernel-version> 
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[root@nasaspc /proc]# ps uax |grep init 

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND 

root 1 0.2 0.0 1368 52 ?S  

20:17 0:04 init [3] 
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ls /etc/rc.d/init.d/ 

anacron cups identd kadmin krb5kdc mcserv nscd random smb xfs 

apmd dhcpd innd kdcrotate kudzu named ntpd rawdevices snmpd xinetd 

arpwatch functions ipchains keytable ldap netfs pcmcia rhnsd squid 

atd gpm iptables killall linuxconf network portmp rwhod sshd 

autofs halt irda kprop lpd nfs pgsql sendmail syslog 

crond httpd isdn krb524 marsrv nfslock pppoe single tux 
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/etc/rc.d/init.d/httpd restart 
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/sbin/init 2 
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l2:wait:/etc/rc.d/rc 2 
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id : runlevel : action : command 
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id:3:initdefault: 

# System initialization. 

si::sysinit:/etc/rc.d/rc.sysinit 

l0:0:wait:/etc/rc.d/rc 0 

l1:1:wait:/etc/rc.d/rc 1 

l2:2:wait:/etc/rc.d/rc 2 

l3:3:wait:/etc/rc.d/rc 3 

l4:4:wait:/etc/rc.d/rc 4 

l5:5:wait:/etc/rc.d/rc 5 

l6:6:wait:/etc/rc.d/rc 6 

-----------------------snip---------------------------------- 

# Trap CTRL-ALT-DELETE 

ca::ctrlaltdel:/sbin/shutdown -t3 -r now 

-----------------------snip---------------------------------- 

# Run gettys in standard runlevels 

1:2345:respawn:/sbin/mingetty tty1 

2:2345:respawn:/sbin/mingetty tty2 

3:2345:respawn:/sbin/mingetty tty3 

4:2345:respawn:/sbin/mingetty tty4 

5:2345:respawn:/sbin/mingetty tty5 

6:2345:respawn:/sbin/mingetty tty6 

# Run xdm in runlevel 5 

x:5:respawn:/etc/X11/prefdm –nodaemon 
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S1:12345:respawn:/sbin/mgetty -D -x 2 /dev/ttyS1 
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GROUP=100 

HOME=/home 

INACTIVE=-1 

EXPIRE= 

SHELL=/bin/bash 

SKEL=/etc/skel 
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> dmesg 

 

Linux Tulip driver version 0.9.14 (February 20, 2001) 

PCI: Enabling device 00:0f.0 (0004 -> 0007) 

PCI: Found IRQ 10 for device 00:0f.0 

eth0: Lite-On 82c168 PNIC rev 32 at 0xf800, 00:A0:CC:D3:6E:0F, IRQ 10. 

eth0:  MII transceiver #1 config 3000 status 7829 advertising 01e1. 

> cat /proc/interrupts 

 

0:    8729602        XT-PIC  timer 

1:          4        XT-PIC  keyboard 

2:          0        XT-PIC  cascade 

7:          0        XT-PIC  parport0 

8:          1        XT-PIC  rtc 

10:     622417        XT-PIC  eth0 

11:           0       XT-PIC  usb-uhci 

14:     143040        XT-PIC  ide0 

15:        180        XT-PIC  ide1 

> /sbin/lsmod 

 

Module       Size Used by 

tulip       37360  1 (autoclean) 
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nameserver 192.168.1.108 

nameserver 192.168.1.1 

search linuxit.org 
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# Do not remove the following line, or various programs 

# that require network functionality will fail. 

127.0.0.1      localhost  localhost.localdomain 

# other hosts 

192.168.1.108  mesa  mesa.domain.org 

192.168.1.119  pico 

f�	�;����;��
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NETWORKING=yes 

HOSTNAME=mesa.domain.org 

GATEWAY=192.168.1.1 

GATEWAYDEV= 
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DEVICE=eth0 

BOOTPROTO=none 

BROADCAST=192.168.1.255 

IPADDR=192.168.1.108 

NETWORK=192.168.1.0 

ONBOOT=yes 

USERCTL=no 
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/sbin/ifconfig eth0 192.168.10.1 netmask 255.255.128.0 

/sbin/ifconfig eth0 down 

/sbin/ifconfig eth0 up 
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/sbin/ifup eth0 

/sbin/ifup ppp0 

/sbin/ifdown eth0 
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/etc/rc.d/init.d/network restart 
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/sbin/route add -net 10.0.0.0 gw 192.168.1.108 dev eth1 
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/sbin/route add default gw 192.168.1.1 eth0 
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> /sbin/route -n 

 

Kernel IP routing table 

Destination    Gateway       Genmask        Iface 

192.168.1.0    0.0.0.0        255.255.255.0  eth0 

10.1.8.0       192.168.1.108  255.0.0.0      eth1 

127.0.0.0      0.0.0.0        255.0.0.0      lo 

0.0.0.0        192.168.1.1    0.0.0.0        eth0 
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Active Internet connections (w/o servers) 

Proto Recv-Q Send-Q Local Address       Foreign Address    State 

tcp        0      0 192.168.1.10:139   192.168.1.153:1992 ESTABLISHED 

tcp        0      0 192.168.1.10:22    192.168.1.138:1114 ESTABLISHED 

tcp        0      0 192.168.1.10:80    192.168.1.71:18858 TIME_WAIT 
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> arp 

 

Address      HWtype HWaddress         Iface 

192.168.1.71 ether  00:04:C1:D7:CA:2D eth0 

�
�
¤¤¤¤��������)4 = � % 4 " < )%)4 = � % 4 " < )%)4 = � % 4 " < )%)4 = � % 4 " < )%����

� $ � & '��  � 0 & ')�O /, 0 & '��  � 0 & '�E  ? �C y A 0 & '�# +M 0 & '�@ � � "̧J�'�'v w���P S �C ¨ +� # �¯ +G # I�� /1 �� P  � A & '�2 +� G A 0 & '�@ ! B " �@ -��^���
: ���Õ �� ^��9�9��®  Q W % ?�p & '�� 0  D �: �� 	�: ����c	��: : ���@  ! © �C � h ?�J�� & +� # �C © �4 -: ���Õ �� ^��9�9��� A j 3���;	����	��p & '�( H +" = ?

: : ��+� � $ w �Ë A /? �� % k �n$ F ? x�ªA y A & '�� /1 ��  & +% & '�� - = , & '�( @ ! B -O ¨ +� N & '�J�
�

ª+~ -X�

> /usr/sbin/traceroute -n www.redhat.com 

 

traceroute: Warning: www.redhat.com has multiple addresses; using 

216.148.218.197 

traceroute to www.redhat.com (216.148.218.197), 30 hops max, 38 byte 

packets 

1 192.168.1.1 0.440 ms 0.347 ms 0.341 ms 

     ---- snip --- 

14 12.122.2.145 112.116 ms 110.908 ms 112.002 ms 

15 12.122.2.74 156.629 ms 157.028 ms 156.857 ms 

16 12.122.255.222 156.867 ms 156.641 ms 156.623 ms 

17 216.148.209.66 159.982 ms 157.462 ms 158.537 ms 

18 216.148.218.197 157.395 ms 156.789 ms 156.080 ms 
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 ifconfig eth0 up 
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echo 1 > /proc/sys/net/ipv4/ip_forward 
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10000000 = 27 = 128 

01000000 = 26 = 64 

00100000 = 25 = 32 

00010000 = 24 = 16 

00001000 = 23 = 8 

00000100 = 22 = 4 
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00000001 = 20 = 1 
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Network address = IP AND MASK 

 

11000000. 10101000.00000011.00000101 (192.168.3.5) 

1.11111111.11111111.00000000 (255.255.255.000)

11111.11111111.00000000 (255.255.255.000) 

__________________ 

68.3.0) 

0101000.00000011.00000101 (192.168.3.5)



11000000. 10101000.00000011.00000101 (192.168.3.5) 

OR 

00000000.00000000.00000000.11111111 (000.000.000.255) 

_____________________________________________ 

11000000.10101000.00000011.11111111 (192.168.3.255) 
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Port State Service 

21/tcp open ftp 

22/tcp open ssh 

23/tcp open telnet 

25/tcp open smtp 

70/tcp open gopher 

79/tcp open finger 
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ftp-data 20/tcp 

ftp 21/tcp 

telnet 23/tcp 

smtp 25/tcp mail 

domain 53/tcp 

domain 53/udp 

http 80/tcp # www is used by some broken 

www 80/tcp # progs, http is more correct 

kerberos 88/udp kdc # Kerberos authentication--udp 

kerberos 88/tcp kdc # Kerberos authentication--tcp 
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pop-2 109/tcp # PostOffice V.2 

pop-3 110/tcp # PostOffice V.3 

sunrpc 111/tcp 

sftp 115/tcp 

uucp-path 117/tcp 

nntp 119/tcp usenet # Network News Transfer 

ntp 123/tcp # Network Time Protocol 

netbios-ns 137/tcp nbns 

netbios-ns 137/udp nbns 

netbios-dgm 138/tcp nbdgm 
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service fudge 

{ 

socket_type = stream 

erver =/usr/sbin/hi 

er = root 

t = no 

ble = no 
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pop-3 stream tcp nowait root /usr/sbin/tcpd ipop3d 
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in.telnetd: LOCAL, .my.domain 
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[global] 

        workgroup = LINUXIT 

        os level = 2 

        kernel oplocks = No 

        security = user 

        encrypt passwords = Yes 

        guest account = nobody 

        map to guest = Bad User 

[homes] 

        comment = Home Directories 

        read only = No 

        create mask = 0640 

        directory mask = 0750 

        browseable = No 

[printers] 

        comment = All Printers 

        path = /var/tmp 

        create mask = 0600 

        printable = Yes 

        browseable = No 
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directory                 /var/named 

cache     .               named.ca 

primary   myco.org                named.myco 

primary   0.0.127.in-addr.arp     named.local 

primary   1.168.192.in-addr.arp named.rev 
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options       { 

              directory “/var/named”; 

}; 

zone   “.”    { 

              type hint; 

              file “named.ca”; 

}; 

zone “myco.org”        { 

              type master; 

              file “named.myco”; 

}; 

zone “1.168.192.in-addr.arp” { 

              type master; 

              file “named.rev”; 

}; 

zone “0.0.127.in-addr.arpa” { 

              type master; 

              file “named.local”; 
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@  IN  SOA    localhost. root.localhost. ( 

                  2001022700 ; Serial 

                  28800     ; Refresh 

                  14400     ; Retry 

                  3600000 ; Expire 

                  86400 ) ; Minimum 

  IN  NS   localhost. 

1 IN  PTR   localhost. 
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ServerType   standalone/inetd 
ServerRoot   “/etc/httpd” 
DocumentRoot       “/var/www/html” 
Directory “/var/www/cgi-bin”> 

     AllowOverride None 

     Options ExecCGI 

     Order allow,deny 

     Allow from all 

/Directory> 

VirtualHost    122.234.32.12> 

     DocumentRoot        “/www/docs/server1” 

     ServerName virtual.mydomain.org 

/VirtualHost> 
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zone "localhost" in { 

    type master; 

    file "localhost.zone"; 

} 

q ! � % ��

zone "gogo.com" in { 

    type master; 

    file "gogo.zone"; 

} 

�
))))�

zone "0.0.127.in-addr.arpa" in { 

    type master; 

    file "127.0.0.zone"; 

}; 

q ! � % ��

zone "2.168.192.in-addr.arpa" in { 

    type master; 

    file "192.168.2.zone"; 

}; 
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cp 127.0.0.zone 192.168.2.zone 

cp local.zone gogo.zone 
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Trying 127.0.0.1... 

Connected to localhost.linuxit.org. 

Escape character is '^]'. 
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ifconfig eth0:0 new-IP 
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<VirtualHost new-IP> 

ocumentRoot /var/www/html/virtual 

erverName www1 
/VirtualHost> 
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[public] 

        comment = Example Shared Directory 

        path = /home/samba 

        guest ok = yes 

        writeable = yes 
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[global] 

-- snip --- 

printcap name = /etc/printcap 

  load printers = yes 

printers] 

  comment = All Printers 

  path = /var/spool/samba 

  browseable = no 

Set public = yes to allow user 'guest account' to print 

  guest ok = yes 



   writable = no 

   printable = yes 
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> echo $PATH 

 

 

/usr/bin:/bin:/usr/sbin:/usr/X11R6/bin:/usr/local/bin:/sbin/:/usr/local/sbin/ 
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function-name () 

{ 

 command1; 

 command2; 

} 
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#!/bin/bash 

cat $1 
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./mycat /etc/lilo.conf 
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#!/bin/bash 

echo "Wich file shall I display ?" 



read 

cat $REPLY 
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read -p "File to display: " FILENAME 

cat $FILENAME 
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test -x /bin/bash && test -e /etc/inittab 

[ -e /bin/kbash ] || [ -f /etc/passwd] 
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test -x /bin/bash -a -e /etc/inittab 

[ -e /bin/kbash -o -f /etc/passwd ] 

@ - ')�'�@ P � �L " @ � �E 1 �� /S $ 0 & '�2 '@  � % 0 & '�4  0 G �H @ �Ìà

�2 + P F 0 & '�H $ 1���K�� 	�����@ - ')�'�@ P � �O � �� /S $ 0 & 'àâ

� !" @ � M & '�< � 'à�

�ª'�< D #��9��  Q /W & '�O � �v Q {̧ �@ - x�Í $ k �Îà

�ª'�< D #��9��  & +, & '�( @ h j /&àà

@ - x�@ S \�R @ W - �� 0  Dàã

�� '$ W % � +?�	��� '$ W % � +?��ÛÚ� N F 0 & '

�	���f
���������7Ú�
���������7f�Û�*+© �*I�r , ��������7��«+Q /-

�	���f���	�;�_������Ú���	�;�_�����f�Û�*+© �*I�r , �	�;�_�������«+" v  Q N 3



�
�

VVVV^̂̂̂����` 
q ba 
�` 
q ba 
�` 
q ba 
�` 
q ba 
�����A " " � *A " " � *A " " � *A " " � *����

�¤�¤�¤�¤����3��)� % ! �$" " �3��)� % ! �$" " �3��)� % ! �$" " �3��)� % ! �$" " �����

²  © @ % & 'X�
�

if     CONDITION ; 

then 

   command1 

   command2 

fi 

�
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#!/bin/bash 

if [ -x /bin/bash ] ; then 

echo “The file /bin/bash is executable” 

fi 
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if     CONDITION ; 

then 

   command1 

   command2 

else 

   command3 

fi 
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while CONDITION is true; 
do 

       

command 

done 
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#!/bin/bash 

COUNTER=0 

while [ COUNTER -lt 10 ]; do 

echo -n "#" 

leep 1 

t COUNTER=COUNTER+1 

e 
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til CONDITION is false; 
       

      

mand 

ne 
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/bin/bash 

NTER=20 

il [ COUNTER -lt 10 ]; do 

o -n "#" 

p 1 

OUNTER-=1 
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for VARIABLE in SET; do 

               

command 

       

done 

 

nª+~ 0 ©���:�H $ , - �� /- �@ P � x�*A � 3 �*x�+� N � 0 "X�

#!/bin/bash 

for line in `cat /etc/lilo.conf`; do 

IMAGE=$(echo $line | grep image) 

if [ “$IMAGE” != “” ]; then 

echo Kernel configured to boot: $line 

fi 

done 
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case $VARIABLE in 

CHOICE command ;; 

HOICE command ;; 

ac 
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elect VARIABLE in SET; do 

      if [ $VARIABLE = CHOICE ]; then 

              command 

      fi 

      if [ $VARIABLE = CHOICE ]; then 

              command 

      fi 

ne 
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expr 7 + 3; expr 2 \* 10; expr 40 / 4; expr 30 – 11 

$((7+3)); $((2*10)); $((40/4)); $((30-11)) 
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export TEST=old 
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#!/bin/bash 

echo old variable: $TEST 

export $TEST=new 

echo exported variable: $TEST 
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#!/bin/bash 

if [ -n $(echo $0 |grep test) ]; then 

echo The PID of the interpreter is: $$ 

else 

echo The PID of the interpreter is: $$ 

fi 
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test_shell 

./test_shell 

bash test_shell 

. test_shell 

source test_shell 

exec ./test_shell 
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boot=/dev/hda 

install=/boot/boot.b 

prompt 

timeout=50 

password="password" 

restricted 
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chattr +i /bin/login 

chattr +i /bin/ps 

chattr +a /var/log/messages 
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Lines to be changed in /etc/fstab 

/tmp /tmp ext2 nosuid 1 2 

/home /home ext2 noexec 1 2 
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/etc/hosts.deny 

ALL: ALL EXCEPT .example.com 

 

/etc/hosts.allow 

ALL: LOCAL 192.168.0. 

in.ftpd: ALL 

sshd: .example.com 
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/etc/hosts.deny 

 

ALL: ALL : spawn (/bin/echo `date` from %c for %d >> /var/log/tcpwrap.log) 
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iptables -P INPUT REJECT 
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IPTABLES="/sbin/iptables" 

LAN_IFACE="eth0" 

INET_IFACE="eth1" 

INET_IP="1.2.3.4" 

LOCALHOST_IP="127.0.0.1/32" 

LAN_IP="192.168.0.1/32" 

LAN_BCAST="192.168.0.0/24" 

 

# Setup IP Masquerading 

 

echo "1" > /proc/sys/net/ipv4/ip_forward 

$IPTABLES -t nat -A POSTROUTING -o $INET_IFACE -j MASQUERADE 

 

# Specify the default policy for the built in chains 

$IPTABLES -P INPUT DROP 

$IPTABLES -P FORWARD DROP 

$IPTABLES -P OUTPUT DROP 

 

# Specify INPUT Rules 

$IPTABLES -A INPUT -i !$INET_IFACE -j ACCEPT 

$IPTABLES -A INPUT -p TCP -i $INET_IFACE -m state --state NEW --dport http -j ACCEPT 

$IPTABLES -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT 

 

# Specify FORWARD Rules 

$IPTABLES -A FORWARD -i $LAN_IFACE -j ACCEPT 

$IPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT 

 

# Specify OUTPUT RULES 

$IPTABLES -A OUTPUT -p ALL -s $LOCALHOST_IP -j ACCEPT 

$IPTABLES -A OUTPUT -p ALL -s $LAN_IP -j ACCEPT 
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The authenticity of host 'neptune (10.0.0.8)' can't be established. 

RSA key fingerprint is 8f:29:c2:b8:b5:b2:e3:e7:ec:89:80:b3:db:42:07:f4. 

Are you sure you want to continue connecting (yes/no)? 
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ssh-keygen -t dsa -b 1024 
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#Port 22 

#Protocol 2,1 

#ListenAddress 0.0.0.0 

#ListenAddress :: 

 

# HostKey for protocol version 1 

#HostKey /etc/ssh/ssh_host_key 

# HostKeys for protocol version 2 

#HostKey /etc/ssh/ssh_host_rsa_key 

#HostKey /etc/ssh/ssh_host_dsa_key 
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# Host * 

# ForwardX11 no 

# RhostsAuthentication no 

# RhostsRSAAuthentication no 

# RSAAuthentication yes 

# PasswordAuthentication yes 

# HostbasedAuthentication no 

# CheckHostIP yes 

# IdentityFile ~/.ssh/identity 

# IdentityFile ~/.ssh/id_rsa 

# IdentityFile ~/.ssh/id_dsa 

# Port 22 

# Protocol 2,1 

# Cipher 3des 
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[root@nasaspc /proc]#echo "1" > /proc/sys/net/ipv4/tcp_syncookies 

�����������ª+� # I�E - �( 'A p N & '�4 N 0  � �± pp & [;����	������ ? +B % � '�$ N 1 �*A ? = & '�� & I�£ 
Ñ �^¦�  " $ &�J�'v w �O ���������������# +� % { ')�� ? +j 0 & '�i � � µ? �v ¨ $ N 1 �H )= 0 & '�� A j  � �¶ 0 N & '�
�^¦�O © A � & '�4 - �*A ? = & '� 0 ¨ � 0 & '�J�

�� /- �E � " �< & �'[I�;_Õ ���;����	���C  & $ & '�O � �«'H A G A -/proc��< 1 $ 3 �Á  , ? �( 'A N & '�� 0 G @ 3 �( H +1 I�v ¨ $ N 1 �±  /1 �E  F %  ����;����	�J�

� � k � -X�

������ { +pp © �A pp & �� pp % k �n�  pp u '@ % � .'�� pp & +, & '�O pp ����;����	��������± pp  /1 �E  F pp % " �n( 'A pp N & '�C pp ! D �E pp - �� pp - A 1 $ -����� � +pp u µ? �< pp 1 $ & '�'v pp w �¶  pp h N 3 �g1�g��� pp & I
/proc/sys/net/ipv4/tcp_syncookies�J���������O � �( H +1 �± & [�< p % "/etc/rc.d/rc.local�J���ª+k �C © �� /1����������E - �$ " = 0 & '��  � % � �± & [�4 -

ªA /, & '�� & I�2 � S $ - �� & +F Q & '����6���	�����������	���������p p p/etc/sysctl.confJ�

�6 lu ��6 lu ��6 lu ��6 lu �R Z AR Z AR Z AR Z A�����6 ��ns��6 ��ns��6 ��ns��6 ��ns������ 
a 	ny 
j�o c q . 
���{ _ 
�6 u k � �y� 
a 	ny 
j�o c q . 
���{ _ 
�6 u k � �y� 
a 	ny 
j�o c q . 
���{ _ 
�6 u k � �y� 
a 	ny 
j�o c q . 
���{ _ 
�6 u k � �y+�+�+�+�����

��������������p ? �� j /F % 0 & '�4  p u 'A 0 & '�< p � F 0 ? �� pp F D @ & '�z v p w �< p % � 3���;��������� � '# $ & '�z v w �i +P { �R # +S �O w )�nJ�������������± " $ & �� +� N & '�*+© �'[I�+- �# +! % S '�C � M & '�E 0 � �n± & [�4 - )
c�6�	���6	����7 �������	��_��c��	�����7 ��7 	�����6���	��_��;7J�

�� F D # �ªA k �H # 'A -�� ��� � N  & �( 'A {)X�
7 ��_X�����J�_	���66J;���

7 ��_X�����J�	��	6J��K�_���6������	��	6�c�J���

( 'A N & '�O � �¶ j � �� A 1 $ -���J�f�¡�*¬ '�� % kJ�

��C " = pp N 3 �$ p F ?��linux-2.2.19.tar.gz��)linux-2.2.19-ow1.tar.gz���C  & H �O pp �/usr/src/n��� P ? '# �� � v k �± { x�E - �$ © �3 �linux

� " = - @ & 'J�

[root@nasaspc src]#pwd 

/usr/src/ 

[root@nasaspc src]#rm -rf linux 
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[root@nasaspc src]#tar xvzf linux-2.2.19.tar.gz 

[root@nasaspc src]#tar xvzf linux-2.2.19-owl.tar.gz 
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[root@nasaspc optional]#pwd 

/usr/src/linux-2.2.19-ow1/optional 

[root@nasaspc optional]#gcc stacktest.c -o stacktest 
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[root@nasaspc optional]#stacktest 

Usage: ./stacktest OPTION 

Non-executable user stack area tests 

 

-t call a GCC trampoline 

-e simulate a buffer overflow exploit 

-b simulate an exploit after a trampoline call 

 



[root@nasaspc optional]#stacktest -e 

Attempting to simulate a buffer overflow exploit... 

Succeeded. 
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[root@nasaspc linux]#pwd 

/usr/src/linux 

[root@nasaspc linux]#patch -p1 < /usr/src/linux-2.2-19-owl/linux-2.2.19-ow1.diff 
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user.=info             

/var/log/user_activity 
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# Log all kernel messages to the console. 

# Logging much else  

clutters up the  

screen. 

#kern.*                                     

/dev/console 

# Log anything (except mail) of level info or higher. 

#  

Don't log private authentication  

messages! 

*.info;mail.none;news.none;authpriv.none                          

/var/log/messages 

# The authpriv file has restricted  

access. 

authpriv.*                                   

/var/log/secure 

# Log all the mail messages in one  

place. 

mail.*                                    

/var/log/maillog 

# Log cron  

stuff 

cron.*                                    

/var/log/cron 

# Everybody gets emergency messages, plus log them on  

another 

#  

machine. 

*.emerg                                      

* 

*.emerg                                     

@10.1.1.254 

# Save boot messages also to  

boot.log 

local7.*                                   

/var/log/boot.log 

 # 

news.=crit                             

/var/log/news/news.crit 

news.=err                               

/var/log/news/news.err 

news.notice                              

/var/log/news/news.notice 
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killall -HUP syslogd 
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logger -p local4.notice "This script is writing to /dev/tty9" 
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# rotate log files weekly 

weekly 

# keep 4 weeks worth of  

backlogs 

rotate 4 

# send errors to root 

errors root 

# create new  

(empty) log files after rotating old ones 

create 

# uncomment this if  



you want your log files compressed 

compress 

# RPM packages drop log  

rotation information into this directory 

include /etc/logrotate.d 

# no  

packages own lastlog or wtmp -- we'll rotate them here 

/var/log/wtmp  

{ 

    monthly 

    create 0664 root  

utmp 

    rotate 1 

} 
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crontab -l 

   # DO  

NOT EDIT THIS FILE - edit the master and reinstall 

   #  

(/tmp/crontab.1391 installed on Tue Jul 17 17:56:48 2001) 

   #  

(Cron version -- $Id: crontab.c,v 2.13 1994/01/17 03:20:37 vixie Exp  

$) 

   0 * * 07 2 /usr/bin/find /home/penguin -name core  

-exec rm {} \; 
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Minutes(0-59) Hours(0-23) Day of Month(1-31) Month(1-12) Day of  

Week(0-6) command 
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(5)  - configuration file for lilo 
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(8)   - command line tool for configuring grub, lilo, and elilo 

lilo             

(8)   - install boot loader 

lilo.conf [lilo]   (5)   - configuration 
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setserial -g /dev/ttyS[0-3] 

/dev/ttyS0, UART: 16550A, Port: 0x03f8, IRQ: 4 

/dev/ttyS1, UART: 16550A, Port: 0x02f8, IRQ: 3 

/dev/ttyS2, UART: unknown, Port: 0x03e8, IRQ: 4 

/dev/ttyS3, UART: unknown, Port: 0x02e8, IRQ: 3 
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setserial /dev/ttyS2 port 0x2000 irq 3 

setserial /dev/ttyS2 autoconfig 
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setserial /dev/ttyS2 port 0x2000 irq 3 

setserial /dev/ttyS2 autoconfig 
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#!/bin/bash 

 

TTY=/dev/ttyS2 

PORT=0x2000 

IRQ=3 

 

echo "Setting up Serial Card ..." 

/bin/setserial $TTY port $PORT irq $IRQ 2>/dev/null 

/bin/setserial $TTY autoconfig 2>/dev/null 
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‘expected query’ ‘answer’ 
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‘ ‘ ‘OK’ ‘CONNECT’ ‘login’ ‘password’  

‘TIMEOUT’ ‘>’  
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'ABORT' 'BUSY' 

'ABORT' 'ERROR' 

'ABORT' 'NO CARRIER' 

'ABORT' 'NO DIALTONE' 

'ABORT' 'Invalid Login' 

'ABORT' 'Login incorrect' 

'' 'ATZ' 

'OK' 'ATDT01172341212' 

'CONNECT' '' 

'ogin:' 'adrian' 

'ord:' 'adrianpasswd' 

'TIMEOUT' '5' 

'>' pppd 
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pppd /dev/ttyS2 115200 \ 

nodetach \ 

lock \ 

debug \ 

crtscts \ 

asyncmap 0000000 \ 

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0" 
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# This optionfile was generated by pppconfig 2.0.10.  

hide-password  

noauth 

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0" 

/dev/ttyS0 

115200 

defaultroute 

noipdefault  

user uk2 
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# pppd call uk2 
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# Secrets for authentication using CHAP 

# client server secret IP addresses 

uk2 * "uk2" 

* 
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[Modem0] 

Modem = /dev/ttyS0 



Baud = 115200 

Dial Command = ATDT 

Init1 = ATZ 

FlowControl = Hardware (CRTSCTS) 

[Dialer UK2] 

Username = uk2 

Password = uk2 

Phone = 08456091370  

Inherits = Modem0 
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# wvdial <dialer-name> 
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lp:\ 

:sd=/var/spool/lpd/lp:\ 

mx#0:\ 

h:\ 

=192.168.1.20:\ 

lp: 
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CMD: /usr/sbin/lpc help 

Commands may be abbreviated. Commands are: 

abort e

bort enable disable help restart status topq ? 

ean exit down quit start stop up 
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## Permissions are checked by the use of 'keys' and matches. For each of 

## the following LPR activities, the following keys have a value. ## ## Key Match Connect 

Job Job LPQ LPRM LPC 

## Spool Print 

## SERVICE S 'X' 'R' 'P' 'Q' 'M' 'C' 

## USER S - JUSR JUSR JUSR JUSR JUSR 

## HOST S RH JH JH JH JH JH 

## GROUP S - JUSR JUSR JUSR JUSR JUSR 

## IP IP RIP JIP JIP RIP JIP JIP 

## PORT N PORT PORT - PORT PORT PORT 

## REMOTEUSER S - JUSR JUSR JUSR CUSR CUSR 

## REMOTEHOST S RH RH JH RH RH RH 

## REMOTEGROUP S - JUSR JUSR JUSR CUSR CUSR 

## REMOTEIP IP RIP RIP JIP RIP RIP RIP 

## CONTROLLINE S - CL CL CL CL CL 

## PRINTER S - PR PR PR PR PR 

## FORWARD V - SA - - SA SA 

## SAMEHOST V - SA - SA SA SA 

## SAMEUSER V - - - SU SU SU 

## SERVER V - SV - SV SV SV 

## LPC S - - - - - LPC 

## AUTH V - AU AU AU AU AU 

## AUTHTYPE S - AU AU AU AU AU 

## AUTHUSER S - AU AU AU AU AU 

## AUTHFROM S - AU AU AU AU AU 
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## AUTHSAMEUSER S - AU AU AU AU AU 

## ## KEY: 

## JH = HOST host in control file 

## RH = REMOTEHOST connecting host name 

## JUSR = USER user in control file 

## AUTH will match (true) if authenticated transfer 

## AUTHTYPE will match authentication type 

## AUTHUSER will match client authentication type 

## AUTHFROM will match server authentication type and is NULL if not from server 

## AUTHSAMEUSER will match client authentication to save authentication in job 

## ## Example Permissions 

## ## # All operations allowed except those specifically forbidden 

## DEFAULT ACCEPT 

## ## #Reject connections from hosts not on subnet 130.191.0.0 

## # or Engineering pc's 

## REJECT SERVICE=X NOT REMOTEIP=130.191.0.0/255.255.0.0 

## REJECT SERVICE=X NOT REMOTEHOST=engpc* 

## ## #Do not allow anybody but root or papowell on 

## #astart1.astart.com or the server to use control 

## #facilities. 

## ACCEPT SERVICE=C SERVER REMOTEUSER=root 

## ACCEPT SERVICE=C REMOTEHOST=astart1.astart.com REMOTEUSER=papowell 

## ## #Allow root on talker.astart.com to control printer hpjet 

## ACCEPT SERVICE=C HOST=talker.astart.com PRINTER=hpjet REMOTEUSER=root 

## #Reject all others 

## REJECT SERVICE=C 

## ## #Do not allow forwarded jobs or requests 

## REJECT SERVICE=R,C,M FORWARD 

## # 

# allow root on server to control jobs 

ACCEPT SERVICE=C SERVER REMOTEUSER=root 

# allow anybody to get server, status, and printcap 

ACCEPT SERVICE=C LPC=lpd,status,printcap 

# reject all others 

REJECT SERVICE=C 

# 

# allow same user on originating host to remove a job 

ACCEPT SERVICE=M SAMEHOST SAMEUSER 

# allow root on server to remove a job 

ACCEPT SERVICE=M SERVER REMOTEUSER=root 

REJECT SERVICE=M 

# all other operations allowed 

DEFAULT ACCEPT 
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